Members of Congress chase the
HHS for answers on healthcare

“-Inaletter addressed to'the us Departmentof Health and HumanServices (‘ HHS’) Secretary,
Alex Azar, Congressmnal committee chairmen-and rankmg members outlined how the HHS
response to |mplementat|on of the Cybersecunty Information Sharing Act of 2015 (‘CISAY tias
been lacking and mconsnstent {‘the Letter) In this article Margaret Reetz, Partrrer at-Mendes &
_'Mount LLP d|scusses the concems ralsed.m the Ietter and—thehkely actions of the HHS.

Congress insisted on a two week
turnaround after the Letter was issued,
which ended up in hearings before
certain subcommittees, in closed
session. Healthcare entities and insurers
have been prominent targets for cyber
attacks for many years, given the wealth
of information stored and managed

by these entities. The HHS, therefore,
has a unique and significant role in
trying to ensure the integrity of these
information systems and it appears that
US Congress, on a rare bi-partisan basis,
remembered it had a role in exerting

some influence over the HHS in this area.

Even a casual observer is cognizant
that a healthcare provider, a treatment
centre or a health insurer has an
extraordinary charge in safeguarding
information within its control?. In the US,
healthcare data breaches top the lists
of the most significant and expensive
attacks®. For these reasons, Congress
and the Obama administration identified
the healthcare sector as a leading
focus for proposed private and public
partnerships to identify cyber security
threats and harden defenses against
attacks on information systems.

On 18 December 2015, President Obama
signed into law the Cybersecurity
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Information Sharing Act of 2015 (‘CISA’),
under which the HHS is required to submit
a ‘Cyber Threat Preparedness Report’
(‘CTPR’) as well as provide a status update
‘regarding the alignment of ‘Health Care
Industry Security approaches’ (as noted

in the Letter). Not without controversy

at the time of its enactment?, CISA
established mechanisms by which: (i)
federal departments and agencies were
to share cyber security information with
one another and with non-federal entities;
and (ii) non-federal entities were to share
cyber security information with one
another and with federal departments
and agencies®. CISA provided ‘safe
harbors’ for private entities that shared
such information, in accordance with

the procedures and processes to be
outlined by the Department of Homeland
Security (‘DHS’). Despite ominous alarm
bells sounded by civil liberties groups

in a post-NSA surveillance scandal
landscape®, sharing data with the
Government was on a voluntary basis
and required federal authorities and
organisations to first ‘remove personal
information, or information that identifies
a specific person’ pre-sharing’.

Apart from the headline-grabbing ‘sharing’
proposal, CISA also directed the HHS to
develop cyber security best practices for
organisations in the healthcare industry,
under Section 405 of Title IV of CISA. That

provision states that the HHS secretary
is to establish and regularly update
these standards. The standards are to
be consistent with the Heath Insurance
Portability and Accountability Act of 1996
(‘HIPAA') Security Rule, and the secretary
was to create a public-private task force
to review how to secure networked
medical devices and other software or
systems connected to electronic health
records®. Following these directives, the
HHS launched a Health Cybersecurity
and Communications Integration Center
(‘HCCIC’)®. However, notwithstanding an
initial flourish of pronouncements and
advisories'®, apparently key personnel

at the HHS became the subjects

of internal investigations and were
reassigned, and ultimately reportedly
left their original positions or the HHS
altogether. Thus, it appears Congress
started to take notice and has since
pursued the HHS Secretary for a more
robust status update and specifics
regarding the department’s accountability
with respect to cyber threats.

In the Letter dated 5 June 2018,
members from the Energy and
Commerce Committee and the Health,
Education, Labor and Pensions
Committee recounted how the HHS
delivered its CTPR on 27 April 2017 to
Congress™. The CTPR was intended
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to clarify the HHS’s internal roles,
responsibilities, and preparedness to
address threats to the healthcare sector,
according to the Letter. The Letter
notes, however, that the CTPR “omitted
or lacked sufficient detail on many
outstanding issues,” like the HHS’s dual
role in providing support to stakeholders
following an incident or attack, while
continuing with its obligations as

a regulatory enforcement agency
vis-a-vis these same stakeholders.

The Letter also criticised the HHS

for creating a policy gap in failing to
specify which of the HHS' operating
divisions or offices is to respond in

the event of an incident (incidents
involving electronic health records
and/or medical devices, for example,
which potentially would necessitate
involvement of another federal agency,
the Food and Drug Administration).

The supposed launch of the HCCIC was
also criticised, with the Letter stating
that few details were provided and there
was “little clarity on how the HCCIC
would fit into the larger health care
cybersecurity picture,” raising concerns
of duplication of effort by the DHS and
others. The HHS did not even mention
the HCCIC in its CTPR submitted as of
May 2017, and as the Letter notes, the
HHS credited the HCCIC with a smooth
response to the WannaCry threats in
2017 but by September 2017 the HHS
had reassigned two senior officials
responsible for the day-to-day operations
of the HCCIC. Attention was drawn to
“stakeholders” reporting that “they no
longer understand whether the HCCIC
still exists, who is running it, or what
capabilities and responsibilities it has™.”
The Letter cautions that these problems
“have exacerbated the very issues

that CISA was intended to address.”

It was also noted that the HHS was
required to establish a “collaborative
process” with Government officials and
health care industry stakeholders. The
Letter states “as of this writing, HHS
still has not produced the ‘common set
of voluntary, consensus-based, and
industry-led guidelines, best practices,
methodologies, procedures, and
processes’ required by the law™.” As
such, it was suggested that the HHS
take certain actions, including: providing
an update to the CTPR (any updates

to cyber security strategies); provide a
detailed explanation of the HCCIC (how it
intersects with the NCCIC, etc.); address
internal HHS coordination; address

the role of the HHS in securing its own
systems; and, address any challenges
the HHS faces as both a regulator and
oversight agency. Finally, the Letter

set a deadline for the HHS to respond

to these questions and suggestions.

According to news reports and
statements by the committees, while the
HHS response has not been published,
a subcommittee to the House Energy
and Commerce Committee heard
testimony as of 20 June regarding
Governmental Accountability Office
audits of the HHS cyber security
programs. Reportedly, the discussion
had to be held in closed session due
to the “sensitive” nature of the issues
discussed and “to protect information
that may endanger national security™.”

In a statement as part of an earlier
hearing before the Committee on
Energy and Commerce Subcommittee
on Health, the Chief Security and
Privacy Officer for the University of
Chicago Medicine and a co-chair for

a CISA task group commented that
“Im]any healthcare providers are
under-resourced and need assistance
navigating [the] new [cyber security]
threat environment'®. While praising
the response post-WannaCry, the task
group co-chair commented that its
“members cite confusion about who
leads HHS’ cybersecurity programs
and the correct way to communicate
with the Department concerning
cybersecurity-related issues.” He also
noted the concerns regarding how to
share information to an entity charged
with an enforcement function. The
task group suggested that in order to
“enhance proactive collaboration, there
should be incentives to industry, such as
monetary subsidies or safe harbors from
enforcement actions.” The task group
asked that the HHS offer “flexibility”

in its enforcement actions, where
providers: 1) demonstrate adoption

of the National Institute of Standards
and Technology (‘NIST’) Cybersecurity
Framework; and 2) adopt the relevant
best practices being delivered through
the CSA 2015 405(d) Task Group.

In his testimony, Erik Decker, the CISO
and task group co-chair analogised the
attention to and handling of these threats
to how clinicians have standard hygiene
practices of washing their hands or how
agencies and stakeholders provide
large scale emergency responses to
worldwide disease outbreaks, like ebola
and the zika virus. Another suggestion
was to move the HCCIC from the HHS’s
Office of the Chief Information Officer

to its Office of the Assistant Secretary
for Preparedness and Response
(‘ASPR’), which deals with public

health emergencies. One significant
concern would be whether that office
had the relevant technical expertise

to address cyber security issues”.

Given the framework set up for the
HCCIC, despite some initial personnel
issues and apparent internal in-fighting,
it would appear somewhat more likely
that the HHS will try to emphasise its
ability and agility to respond to cyber
security threats by working through the
current structure instead of a wholesale
reorganisation. It could be that the

HHS is a victim of its own success in
pursuing and highlighting entities that
have been the victims of cyber attacks
but also may have been lax in their own
security practices, exposing patients
and consumers to threats. Even while
some questioned whether the HHS
would be stepping on the toes of the
DHS with its significant cyber security
role, others were hopeful at the time

of its launch that thr HCCIC would be
more sensitive to the challenges faced
by providers and more responsive in
sharing information concerning threats.

Meanwhile, over at the DHS, the

NCCIC may be the beneficiary of any
proposals for funding to strengthen

the government’s ability to identify and
respond to threats. One funding proposal
addresses industrial control systems'®.
The healthcare industry will certainly
take note of the comparisons to threats
involving industrial control systems and
threats to medical devices and their
attendant systems and controls. These
are more often than not mentioned in
the same discussion by cyber security
professionals?®. It remains to be seen
whether the HHS will be eclipsed or get
swept along by its DHS counterparts.
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